Vrouter interfaces

interfaces {1
ethernet eth® {
address 192.168.20.5-24
description INSIDE
hw-id bc:24:11: '66:68

offload {
gro
gso

tso
I.
1
ethernet ethl {
address 192.168.22.1/24
des iption BRA
hw-id bc:24:11:4f:
offload {
gro
gso
5q
tso
I.
3

loopback lo {
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Type

Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...

User
User
User
User
User
User
Uzer

User

Description

All workstations and ser..,
All doemain controllers i.
All demain guests

All domain users
Members in this group c..
Members of this group ...
Members of this group ...
Members of this group ...
Designated administrato...
Members of this group ...
Members of this group ...
Designated administrato...

Built-in account for ad...

Built-in account for gue...



% DHcP

W j scrying.wizard.tower.com

v B IPv4

w || Scope [192.168.20.0] wizard forest1
i} Address Pool
% Address Leases
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B IPvE

v [192.168.20.1] magiccircle

w| [192.168.20.11] ps02

v [192,168.20.12] ps14

w| [192.168.20.15] SCRYING

w| [192.168.20.4] swd-wizardtows
v [192.168.20.3] sw3-wizardtow:
v | [192.168.20.5] sending

w| [192.168.20.2] _RESERVED_2
v [192.168.20.8] hybrid-router
v [192.168.20.16] TINYHUT

w| [192.168.20.7] _RESERVED_7
w| [192.168.20.6] _RESERVED_6
w| [192.168.20.9] _RESERVED_ S

Reservations

[ai] [192.168.20.1] magiccircle
lw][192.168.20.11] ps02
[w][192.168.20.12] ps1d

(w1 [192.168.20.15] SCRYING

[ai] [192.168.20.4] swd-wizardtower
[ai] [192.168.20.3] sw3-wizardtower
Ta] [192.168.20.5] sending
[w][192.168.20.2] _RESERVED 2

[ai] [192.168.20.8] hybrid-router
[w] [192.168.20.16] TINYHUT
[w][192.168.20.7] _RESERVED 7

(w1 [192.168.20.6] _RESERVED 6
[w][192.168.20.9] _RESERVED 9
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System Information

Name
User

System

BIOS

Version

CPU Type

Hardware crypto
Kernel PTI

MDS Mitigation
Uptime

Current date/time

DNS server(s)

Last confiq

magiceircle.tower.com
Djoyce(@192.168.20.10 (Local Database)

pfSense
Netgate Device ID: 5f683c3b890b16020e6f

Vendor: Dell Inc.

Version: 2.4.3

Release Date: Wed Jan 31 2018
Boot Method: UEFI

2.8.1-RELEASE (amd64)
built en Mon Dec 15 9:31:00 PST 2025
FreeBSD 15.0-CURRENT

The system is on the latest version.

Version information updated at Wed Jun 3 20:45:36 PDT 2026
~

L=

Intel(R) Xeon(R) CPU E3-1270 v5 @ 3.60GHz

Current: 3697 MHz, Max: 3600 MHz

8 CPUs : 1 package(s) x 4 core(s) x 2 hardware threads
AES-NI CPU Crypto: Yes (inactive)

QAT Crypto: No

Inactive
Enabled
Inactive
23 Days 02 Hours 24 Minutes 54 Seconds
Wed Jun 3 20:46:09 PDT 2026
* 127.0.0.1
L |
+ 9.99.9

Sat Mayv 30 15:59:08 PDT 2026

+ 0

Interfaces 00

S5 WAN
&4 INSIDE
&8 DMZ
&5 OPT2

Py
T
N
T

1000baseT <full-duplex>
1000baseT <full-duplex=

1000baseT <full-duplex>

216.186.69.36

192.168.20.1

192.168.21.1

192.168.25.1

ovpn

Name/Time

Firewall Logs

Act

X X X X X X X X X X X

X

Time

Jun 4 03:44:36

Jun 403:44:40

Jun 4 03:44:42

Jun 403:44:44

Jun 4 03:44:54

Jun 403:45:04

Jun 4 03:45.06

Jun 4 03:45:06

Jun 403:45:10

Jun 4 03:45:10

Jun 4034513

Ium A N2ASAS

izard UDP

194 (0)
Real/Virtual IP

Interface  Source
WAN 91.191.209.46
WAN 185.136.15.10
WAN 204.76.203.231
WAN 103.1.14.182
WAN 185.136.15.10
WAN 172.105.218.179
WAN 199.45.154.188
WAN 147.185.132.171
WAN 35.203.211.137
WAN 66.132.224.22
WAN 64.62.197.64

MACA L

1N31 141892

00

Destination
216.186.69.36:16087
216.186.69.36:46346
216.186.69.36:47920
216.186.69.37:23
216.186.69.36:54199
216.186.69.37:10801
216.186.69.37:8001
216.186.69.37:68
216.186.69.36:9989
216.186.69.36:20201

216.186.69.37.4443

216186 A0 2722

GPOs with OUs expanded
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Block Chrome

Scope  Details Settings Delegation
Links

Display links in this location:

wizand tower.com

The following sites, domains, and OUs are linked to this GPO:

Location

B wizard tower.com

Enforced
No

Security Filtering

The gettings in this GPO can only apply to the following groups, users,

MName

B2 Authenticated Users
2 Domain Users (WIZARD \Domain Users)

Add... Remowve

Properties



